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Microsoft Accessibility Conformance Report
WCAG 2.2 Edition
(Based on VPAT® Version 2.5)
Name of Product/Version: Microsoft Defender Threat Intelligence / 20250804.1
Platform: Web
Report Date: August 5, 2025
Product Description: Microsoft Defender Threat Intelligence (Defender TI) is a platform that streamlines triage, incident response, threat hunting, vulnerability management, and threat intelligence analyst workflows when conducting threat infrastructure analysis and gathering threat intelligence.
Contact Information: Enterprise Disability Desk
Website: Microsoft Accessibility
Evaluation Methods Used
Microsoft uses established industry standards, including the Web Content Accessibility Guidelines, Section 508, and EN 301 549, to guide product evaluation during development and throughout the product lifecycle. Microsoft’s accessibility evaluation assessments incorporate a variety of measures, which can include: (i) conducting automated testing using a variety of proprietary and external tools; (ii) performing inspection and manual testing with a keyboard and adaptive technologies, such as screen readers and speech recognition software; and (iii) testing by individuals with disabilities. Conformance to the accessibility standards documented in this Conformance Report was evaluated according to the Department of Homeland Security Trusted Tester Program.
Applicable Standards/Guidelines
This report covers the degree of conformance for the following accessibility standard/guidelines:

	Standard / Guideline
	Included in Report

	Web Content Accessibility Guidelines 2.0 
	Level A: Yes
Level AA: Yes
Level AAA: No

	Web Content Accessibility Guidelines 2.1 
	Level A: Yes
Level AA: Yes
Level AAA: No

	Web Content Accessibility Guidelines 2.2 
	Level A: Yes
Level AA: Yes
Level AAA: No


Terms
The terms used in the Conformance Level information are defined as follows:
· Supports: The functionality of the product has at least one method that meets the criterion without known defects or meets with equivalent facilitation.
· Partially Supports: Some functionality of the product does not meet the criterion.
· Does Not Support: The majority of product functionality does not meet the criterion.
· Not Applicable: The criterion is not relevant to the product.
· Not Evaluated: The product has not been evaluated against the criterion. This can only be used in WCAG Level AAA.

Note: For criteria marked “Supports,” substantial conformance with the criterion by the product or service has been determined through the Evaluation Testing, which includes a mix of automated and manual testing, as described above.

Note: In the tables below, for all criteria marked “Not Applicable,” the specific feature covered by that criterion is not part of the product. For example:
· If pre-recorded audio-only or video-only content is not part of a product, then WCAG criterion 1.2.1 Audio-only and Video-only (Prerecorded) will be marked “Not Applicable.”

WCAG 2.x Report
Note: When reporting on conformance with the WCAG 2.x Success Criteria, they are scoped for full pages, complete processes, and accessibility-supported ways of using technology as documented in the WCAG 2.0 Conformance Requirements.


Table 1: Success Criteria, Level A
	Criteria
	Conformance Level
	Remarks and Explanations

	1.1.1 Non-text Content (Level A)
	Partially Supports
	* [Copilot-Threat intelligence-Intel profiles]: Screen reader is not announcing 'opens in a new tab' information for the 'Open in security copilot' control.

	1.2.1 Audio-only and Video-only (Prerecorded) (Level A)
	Not Applicable
	

	1.2.2 Captions (Prerecorded) (Level A)
	Not Applicable
	

	1.2.3 Audio Description or Media Alternative (Prerecorded)
(Level A)
	Not Applicable
	

	1.3.1 Info and Relationships (Level A)
	Partially Supports
	* The 'All' menu button before 'Search' field lacks descriptive accessible name on intel explorer page
* The screen reader is not reading the informative icons present in the 'Values' tab on intel explorer page
* [Copilot-Threat intelligence-Intel profiles]: Screen reader does not announce changes when resizing the Copilot frame via resize tool buttons.
* [Copilot-Threat intelligence-Intel profiles]: Screen reader is not announcing the displayed tooltip information when focus moves to 'regenerate' control
* [M365 Defender TI- Intel Explorer]: At 100% zoom, the content present in ‘Name’ column in 'Defender TI indicators' table get truncated.
* [M365 Defender TI- Intel Explorer]: At 100% zoom, the content present in ‘Name+Version’ column in 'Components' table get truncates.
* [M365 Defender TI- Intel Explorer]: Column headers are not defined for the Table present in 'Certificate details' dialog.
* [M365 Defender TI- Intel Explorer]: Position is not being announced by the screen reader for the articles which are navigable with arrow keys
* [M365 Defender TI- Intel Explorer]: Screen reader is announcing article name twice and not announcing the heading level.
* [M365 Defender TI- Intel Explorer]: Screen reader is announcing irrelevant information when focus lands on the bullet points.
* [M365 Defender TI- Intel Explorer]: Screen reader not announcing "About * hours ago" text information along with the article name.
* [M365 Defender TI- Intel Explorer]: Screen reader not announcing the "More Intelligence" section name when focus lands on the 1st article name under the section.
* [M365 Defender TI- Intel Explorer]: Unnecessary groupings defined within the menu bar in  'Component's in IP's' tab
* [M365 Defender TI- Intel Profiles > Intel Explorer]: In browse mode the screen reader focus is not shifting to links separately present in the 'Values' tab
* [M365 Defender TI- Intel Profiles]: At 100% zoom, the content in 'Targets' section get truncated
* [M365 Defender TI- Intel Profiles]: At 100% zoom, the list item in 'Name' submenu gets truncated
* [M365 Defender TI- Intel Profiles]: At normal 100% zoom links inside the 'Cookies on hosts' table is getting truncated in 'testing (name)' page
* [M365 Defender TI- Intel Profiles]: At normal 100% zoom links inside the 'Indicators' table is getting truncated in 'Intel Profile Detail' webpage
* [M365 Defender TI- Intel Profiles]: At normal 100% zoom text inside the 'summary tab is getting truncated in 'testing' page
* [M365 Defender TI- Intel Profiles]: Ensures elements with an ARIA role that require child roles contain them for 'More query Actions grouping'
* [M365 Defender TI- Intel Profiles]: Ensures elements with an ARIA role that require child roles contain them for the expanded Edit tags combo box
* [Copilot-Threat intelligence-Intel profiles]: 'Landmark' is not defined for the 'Copilot' section
* [M365 Defender TI- Intel Profiles]: In browse mode screen reader announcing blank at Component table rows in 'Affected components tab'
* [M365 Defender TI- Intel Profiles]: Incorrect heading hierarchy as h3 defined after h1 is seen in 'Profiles' tab
* [M365 Defender TI- Intel Profiles]: Incorrect heading hierarchy as h3 defined after h1 is seen in 'WHOIS' tab
* [M365 Defender TI- Intel Profiles]: Incorrect heading hierarchy is observed in 'Description' tab in 'Intel Profile Detail' webpage
* [M365 Defender TI- Intel Profiles]: Incorrect heading hierarchy is observed in 'TTPs' tab in 'Intel Profile Detail' webpage
* [M365 Defender TI- Intel Profiles]: Incorrect heading hierarchy is observed in intel profile detail page
* [M365 Defender TI- Intel Profiles]: Multiple H1 headings are defined on the 'Intel Profile Detail' webpage
* [M365 Defender TI- Intel Profiles]: No visual indication nor programmatically defined as selected for selected option in '1-25 of 210' submenu
* [M365 Defender TI- Intel Profiles]: NVDA does not announce the grouping information when focus lands on 'Actions' menu item
* [M365 Defender TI- Intel Profiles]: Screen reader not announcing search results for the search by keyword field present in 'profiles' tab
* [M365 Defender TI- Intel Profiles]: Screen reader remains silent upon invoking 'View the Previous page' or 'View the Next page' button present in 'Intel Profile Detail' webpage
* [M365 Defender TI- Intel Profiles]: Tags instruction not announced by Screen reader when focused present in 'Add artifact' dialogue
* [M365 Defender TI- Intel Profiles]: Unnecessarily Labels present in 'Records by date' region in 'WHOIS' tab are defined under <H5> level heading
* [M365 Defender TI- Intel Profiles]: Unnecessary separate grouping defined for 'Download' in command bar
* [M365 Defender TI- Intel Projects]: After activating 'View the previous page/view the next page' button, screen reader is just announcing as "unavailable" it is not descriptve
* [M365 Defender TI- Intel Projects]: At 100% zoom, the list item in 'created by' submenu gets truncated present in 'Team projects' tab
* [Copilot-Threat intelligence-Intel profiles]: Descriptive name is not defined for 'Open frame resize tool, dismiss frame resize tool, resize frame left, resize frame right' buttons

	1.3.2 Meaningful Sequence (Level A)
	Partially Supports
	* [M365 Defender TI- Intel Explorer]: The screen reader focus not moving to next button in browse mode present below the 'Certificate matches' tab
* [M365 Defender TI- Intel Profiles > Intel Profile Details]: Incorrect reading order is defined for the 'Intel Profile Detail' page
* [M365 Defender TI- Intel Profiles]:  The screen reader focus not moving to next button in browse mode present on the 'Intel Profiles' page

	1.3.3 Sensory Characteristics (Level A)
	Partially Supports
	* [Copilot-Threat intelligence-Intel profiles]: Tooltip is not defined for 'Open frame resize tool, dismiss frame resize tool, resize frame left, Resize frame right' buttons in the 'Copilot' section.
* [M365 Defender TI- Intel Profiles]: No other way is defined to identify the Severity of the Reputation table other than color
* [M365 Defender TI- Intel Profiles]: Tooltip is not defined for Reset filters button present in 'Intel Profile Detail' webpage
* [M365 Defender TI- Intel Projects]: Tooltip is not defined for the 'Clear filters' control present in 'Projects' page

	1.4.1 Use of Color (Level A)
	Supports
	

	1.4.2 Audio Control (Level A)
	Not Applicable
	

	2.1.1 Keyboard (Level A)
	Partially Supports
	* Keyboard users are not able to access the truncated table row text at the artifacts tab on intel projects page
* [Copilot-Threat intelligence-Intel profiles]: Placeholder text not fully visible or keyboard accessible at 400% zoom.
* [M365 Defender TI- Intel Explorer]: At normal 100% zoom mode the content in 'Tags' column gets truncate in 'Component's in IP's' tab
* [M365 Defender TI- Intel Profiles]: Menu items are navigable with both 'Tab' key and 'Arrow' keys in 'Intel Profile Detail' page

	2.1.2 No Keyboard Trap (Level A)
	Supports
	

	2.1.4 Character Key Shortcuts (Level A 2.1 and 2.2)
	Not Applicable
	

	2.2.1 Timing Adjustable (Level A)
	Not Applicable
	

	2.2.2 Pause, Stop, Hide (Level A)
	Not Applicable
	

	2.3.1 Three Flashes or Below Threshold (Level A)
	Not Applicable
	

	2.4.1 Bypass Blocks (Level A)
	Supports
	

	2.4.2 Page Titled (Level A)
	Supports
	

	2.4.3 Focus Order (Level A)
	Partially Supports
	* After activating 'regenerate' button keyboard focus loss is observed when using copilot
* Keyboard focus gets lost on selecting page from dropdown or activating pagination buttons in 'Articles' tab on intel explorer page
* On selecting 'Show me' button keyboard focus is not moving to displayed 'New Article' side pane on intel explorer page
* Incorrect keyboard focus order is defined on applying the filter present on the intel profiles page
* After activating 'save' button present in the 'New project' dialog, keyboard focus does not land on desired control on intel projects page
* Keyboard focus loss is observed after deleting any row from the table present in 'Projects' page.
* [Copilot-Threat intelligence-Intel profiles]: Keyboard focus does not move to the generating response area after activating a query
* [Copilot-Threat intelligence-Intel profiles]: After activating 'New chat' button keyboard focus loss is observed
* [Copilot-Threat intelligence-Intel profiles]: After activating 'See more' keyboard focus is not lands on newly appeared controls present in responce section
* [Copilot-Threat intelligence-Intel profiles]: Improper keyboard navigation defined for the table
* [M365 Defender TI- Intel Profiles]: On selecting any option from 'Country/Region of origin' and 'Targets' submenu the keyboard focus is getting lost

	2.4.4 Link Purpose (In Context) (Level A)
	Partially Supports
	* The 'View all' link present in each section in 'Summary' tab are not descriptive on intel explorer page
* [M365 Defender TI- Intel Explorer]:  Links are not descriptive in Certificate details dialog

	2.5.1 Pointer Gestures (Level A 2.1 and 2.2)
	Not Applicable
	

	2.5.2 Pointer Cancellation (Level A 2.1 and 2.2)
	Not Applicable
	

	2.5.3 Label in Name (Level A 2.1 and 2.2)
	Partially Supports
	* [M365 Defender TI- Intel Explorer]: The visual and accessible name both are not matches for the expand/collapse control of the  "WHOIS Organization" button

	2.5.4 Motion Actuation (Level A 2.1 and 2.2)
	Not Applicable
	

	3.1.1 Language of Page (Level A)
	Supports
	

	3.2.1 On Focus (Level A)
	Supports
	

	3.2.2 On Input (Level A)
	Supports
	

	3.2.6 Consistent Help (Level A 2.2 only)
	Supports
	

	3.3.1 Error Identification (Level A)
	Supports
	

	3.3.2 Labels or Instructions (Level A)
	Partially Supports
	* Persistent label is not defined for 'Ask about actors, attach techniques and other threat intelligence' field present in copilot section
* Visual label is not provided for the 'Page selection' Submenu in 'Articles' tab on intel explorer page
* [M365 Defender TI- Intel Profiles]: Persistent label is not provided for Search field present above the table
* [M365 Defender TI- Intel Projects]: Persistent label is not provided for the selection dropdown present on the page

	3.3.7 Redundant Entry (Level A 2.2 only)
	Supports
	

	4.1.1 Parsing (Level A)
	Not Applicable
	

	4.1.2 Name, Role, Value (Level A)
	Partially Supports
	* [M365 Defender TI- Intel Explorer]: On expanding and collapsing the 'section' button in 'Summary' tab screen reader is not announcing state
* [M365 Defender TI- Intel Explorer]: The screen reader is not reading the selected state for the menu-items in the page drop-down button
* [M365 Defender TI- Intel Profiles]: The screen reader is not reading the selected state for the menu-items in the page drop-down button
* [M365 Defender TI- Intel Projects]: Screen reader is not announcing the 'sorted ascending/sorted descending' information after invoking table column headers



Table 2: Success Criteria, Level AA
	Criteria
	Conformance Level
	Remarks and Explanations

	1.2.4 Captions (Live) (Level AA)
	Not Applicable
	

	1.2.5 Audio Description (Prerecorded) (Level AA)
	Not Applicable
	

	1.3.4 Orientation (Level AA 2.1 and 2.2)
	Supports
	

	1.3.5 Identify Input Purpose (Level AA 2.1 and 2.2)
	Supports
	

	1.4.3 Contrast (Minimum) (Level AA)
	Partially Supports
	* [M365 Defender TI- Intel Profiles > Intel Explorer]: Luminosity ratio for the link text present in the 'Value' tab with green background is less than the required ratio
* [M365 Defender TI- Intel Profiles > Intel Explorer]: Luminosity ratio for the link text present in the 'Value' tab with red background is less than the required ratio

	1.4.4 Resize text (Level AA)
	Supports
	

	1.4.5 Images of Text (Level AA)
	Supports
	

	1.4.10 Reflow (Level AA 2.1 only)
	Partially Supports
	* At 400% zoom, horizontal scroll bar observed for intel projects page
* At 400% zoom, horizontal scroll bar appears in 'Component's in IP's' tab
* At 400% zoom, horizontal scrolling required to view 'New Article' section in 'Intel Explorer' webpage
* At 400% zoom, link in 'Name' column truncates over the table in 'Public indicators' and 'Defender TI indicators' tab.
* [M365 Defender TI- Intel Explorer]: Content in 'Articles' Section Overflows Visual Boundary and Requires Horizontal Scrolling at 400% Zoom
* [M365 Defender TI- Intel Profiles]: At 400% headers text and table content for Reputation table is truncated present in Summary tab.
* [M365 Defender TI- Intel Profiles]: At 400% reflow settings, the placeholder text of search field is truncating
* [M365 Defender TI- Intel Profiles]: At 400% zoom content present in values tab is truncated present in WHOIS tab
* [M365 Defender TI- Intel Profiles]: At 400% zoom, horizontal scrollbar present in the 'Cookies on hosts' tab
* [M365 Defender TI- Intel Profiles]: At 400% zoom, horizontal scrollbar present in the 'description' tab
* [M365 Defender TI- Intel Profiles]: At 400% zoom, horizontal scrollbar present in the 'Projects' tab
* [M365 Defender TI- Intel Profiles]: At 400% zoom, the list item in 'Targets' submenu gets truncated
* [M365 Defender TI- Intel Profiles]: At 400% Zoom, The table data present in 'My project' and 'Team project' tab is not visible clearly
* [M365 Defender TI- Intel Projects]: At 400% zoom in reflow, the created by menu items are truncated

	1.4.11 Non-text Contrast (Level AA 2.1 and 2.2)
	Partially Supports
	* In Dark mode, the color contrast ratio of the keyboard focus boundary for 'Show me' and 'Close' button is 1.4:1 with respect to its background on intel explorer page
* Insufficient contrast ratio for selected menu item in 'All' submenu on intel explorer page

	1.4.12 Text Spacing (Level AA 2.1 only)
	Partially Supports
	* [M365 Defender TI- Intel Explorer]: The provided tooltip for the Search button in intel explorer page are not adapted to the text spacing
* [M365 Defender TI- Intel Profiles]: At text spacing, 'Global-Internet-Solution' text is getting truncated present in 'Resolutions' table
* [M365 Defender TI- Intel Profiles]: On applying text spacing, the button in 'SHA1' column gets truncate
* [M365 Defender TI- Intel Profiles]: On applying text spacing, the data in 'Intelligence' column gets truncate
* [M365 Defender TI- Intel Projects]: At text spacing, the table row data is truncated at the team's project tab

	1.4.13 Content on Hover or Focus (Level AA 2.1 and 2.2)
	Partially Supports
	* [Copilot-Threat intelligence-Intel profiles]: The tooltip for the "Regenerate" button in the 'More options' section is not displayed when the mouse hovers over it.

	2.4.5 Multiple Ways (Level AA)
	Supports
	

	2.4.6 Headings and Labels (Level AA)
	Supports
	

	2.4.7 Focus Visible (Level AA)
	Partially Supports
	* [M365 Defender TI- Intel Projects]: In dark mode, only 2 side Keyboard focus is visible for the list item in 'Add to Project' button

	2.4.11 Focus Not Obscured (Minimum) (Level AA 2.2 only)
	Supports
	

	2.5.7 Dragging Movements (Level AA 2.2 only)
	Not Yet Evaluated
	

	2.5.8 Target Size (Minimum) (Level AA 2.2 only)
	Not Yet Evaluated
	

	3.1.2 Language of Parts (Level AA)
	Supports
	

	3.2.3 Consistent Navigation (Level AA)
	Supports
	

	3.2.4 Consistent Identification (Level AA)
	Supports
	

	3.3.3 Error Suggestion (Level AA)
	Supports
	

	3.3.4 Error Prevention (Legal, Financial, Data) (Level AA)
	Supports
	

	3.3.8 Accessible Authentication (Minimum) (Level AA 2.2 only)
	Supports
	

	4.1.3 Status Messages (Level AA 2.1 and 2.2)
	Partially Supports
	* Screen reader is not announcing 'generating a response' loading information after asking a query
* [M365 Defender TI- Intel Projects]: Screen reader does not announce the updated project name after activating 'Save' button present in 'Edit project' dialog



Table 3: Success Criteria, Level AAA
	Criteria
	Conformance Level
	Remarks and Explanations

	1.2.6 Sign Language (Prerecorded) (Level AAA)
	Not Evaluated
	

	1.2.7 Extended Audio Description (Prerecorded) (Level AAA)
	Not Evaluated
	

	1.2.8 Media Alternative (Prerecorded) (Level AAA)
	Not Evaluated
	

	1.2.9 Audio-only (Live) (Level AAA)
	Not Evaluated
	

	1.3.6 Identify Purpose (Level AAA 2.1 and 2.2)
	Not Evaluated
	

	1.4.6 Contrast (Enhanced) (Level AAA)
	Not Evaluated
	

	1.4.7 Low or No Background Audio (Level AAA)
	Not Evaluated
	

	1.4.8 Visual Presentation (Level AAA)
	Not Evaluated
	

	1.4.9 Images of Text (No Exception) (Level AAA)
	Not Evaluated
	

	2.1.3 Keyboard (No Exception) (Level AAA)
	Not Evaluated
	

	2.2.3 No Timing (Level AAA)
	Not Evaluated
	

	2.2.4 Interruptions (Level AAA)
	Not Evaluated
	

	2.2.5 Re-authenticating (Level AAA)
	Not Evaluated
	

	2.2.6 Timeouts (Level AAA 2.1 only)
	Not Evaluated
	

	2.3.2 Three Flashes (Level AAA)
	Not Evaluated
	

	2.3.3 Animation from Interactions (Level AAA 2.1 and 2.2)
	Not Evaluated
	

	2.4.8 Location (Level AAA)
	Not Evaluated
	

	2.4.9 Link Purpose (Link Only) (Level AAA)
	Not Evaluated
	

	2.4.10 Section Headings (Level AAA)
	Not Evaluated
	

	2.4.12 Focus Not Obscured (Enhanced) (Level AAA 2.2 only)
	Not Evaluated
	

	2.4.13 Focus Appearance (Level AAA 2.2 only)
	Not Evaluated
	

	2.5.5 Target Size (Level AAA 2.1 and 2.2)
	Not Evaluated
	

	2.5.6 Concurrent Input Mechanisms (Level AAA 2.1 and 2.2)
	Not Evaluated
	

	3.1.3 Unusual Words (Level AAA)
	Not Evaluated
	

	3.1.4 Abbreviations (Level AAA)
	Not Evaluated
	

	3.1.5 Reading Level (Level AAA)
	Not Evaluated
	

	3.1.6 Pronunciation (Level AAA)
	Not Evaluated
	

	3.2.5 Change on Request (Level AAA)
	Not Evaluated
	

	3.3.5 Help (Level AAA)
	Not Evaluated
	

	3.3.6 Error Prevention (All) (Level AAA)
	Not Evaluated
	

	3.3.9 Accessible Authentication (Enhanced) (Level AAA 2.2 only)
	Not Evaluated
	


Disclaimer
© 2025 Microsoft Corporation. All rights reserved. The names of actual companies and products mentioned herein may be the trademarks of their respective owners. The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication. Microsoft cannot guarantee the accuracy of any information presented after the date of publication.
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Please consult with Assistive Technology (AT) vendors for compatibility specifications of specific AT products. 
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